United States Court of Appeals
Fifth Circuit

FILED
August 9, 2005

IN THE UNI TED STATES COURT OF APPEALS

FOR THE FI FTH Cl RCU T

Charles R. Fulbruge llI
Clerk

No. 04-50793

DI RECTV | NC,
Pl ai ntiff-Appellant,
vVer sus
RANDALL M NCR,

Def endant - Appel | ee.

Appeal fromthe United States District Court
for the Western District of Texas

Bef ore H G3 NBOTHAM BARKSDALE, and CLEMENT, Circuit Judges.
PATRICK E. H Gd NBOTHAM Circuit Judge:

DI RECTV, Inc. (“DTV’) appeals the district court’s grant of
summary judgnment on its clains for illegal interception of its
satellite transm ssions in violation of 47 U S.C. § 605(a) and 18
US C 8§ 2511(1)(a), and for nodification of a pirate access device

in violation of 47 U S.C. §8 605(e)(4). W vacate and remand.?

' W heard oral argunent in this case on May 11, 2005, with two related

cases, which are also issued today. See DIRECTV, Inc. v. Budden, No. 04-20751,

- F.3d ---- (5th Gr. Aug. 9, 2005); DI RECTV, Inc. v. Robson, No. 04-30861, ---
F.3d ---- (5th Gr. Aug. 9, 2005).



I

DTV is a nationwde provider of direct-to-hone satellite
programm ng, including novie channels, sports, major cable
networ ks, and |l ocal channels. A typical DTV system consists of a
smal | DTV-conpatible satellite dish, a DIV receiver, and a DIV
access card. Al t hough DTV encrypts its transmssions to guard
agai nst unaut hori zed access, nunerous “pirate access devi ces”? have
been developed to allow users to view DTV programm ng w thout
paying for it, usually by altering a valid access card.

Def endant Randall M nor is a professional network engi neer and
website admnistrator, with a degree in conputer information
systens in addition to post-graduate training. DTV first becane
aware of Mnor following its execution of a wit of seizure at a
mai | shipping facility used by a device nerchant naned PC Ease.
Records acquired subsequent to the raids indicate that M nor
pur chased a Vector Fusi on Unl ooper (“the unl ooper”) fromPC Ease in
April 2001. DTV clains that the unlooper has no commercially
significant purpose other than to nodify DTV access cards, and t hat
its primary function is to gain unauthorized access to DTV
satellite programm ng. More specifically, the unl ooper can be used

to alter or restore functionality to DTV access cards that have

2 See DIRECTV, Inc. v. Nicholas, 403 F.3d 223, 224 (4th Cr. 2005) (“pirate
access devices” are those devices “that can surreptitiously steal DIRECTV s
transm ssions”); DIRECTV, Inc. v. Brown, 371 F.3d 814, 816 (11th G r. 2004)
(“pirate access devices” are those used “to circunvent this conditional access
technol ogy and al l owusers to receive the satellite transm ssions provi ded by DTV
wi t hout paying DTV any fees”); see also DIRECTV, Inc. v. Barnes, 302 F. Supp. 2d
774, 776 (WD. Mch. 2004).



been disabled by msuse or by an ECM?® it acts as a smart card
reader/witer, but with additional capabilities. Upon further
i nvestigation, DTV discovered that Mnor had a DTV dish installed
on the outside of his house. Mnor is not a DTV subscriber.?

M nor clainmed that he ordered the unl ooper to prevent “[his]
son, kids, anybody in the famly from accessing ny [conputer]
systemwhen | wasn’t honme.” He paid between $100 and $300 for it;
however, he clains that after he was unable to nmake the unl ooper
work to secure his conputer, and after he was unsuccessful in
soliciting help via tel ephone, he threw the device away.

As to the DTV dish, he clainmed that he had “a conpany cone in

and do . . . wiring . . . for telephone, cable[--]any possible
conmmuni cations.” M nor |ater described this conpany as “just
workers in the area that needed sone extra noney.” In his

appellate brief Mnor explained the dish as an inprovenent that
woul d increase the value of his hone. Al t hough M nor testified
that the dish was “to be used as an antenna” and that “[t]here’ s a
round device over the top of it . . . that gathers reception for
| ocal channels,” according to DTV, the satellite dish attached to

M nor’s house i s incapable of functioning as an antenna to receive

51n order to conbat the proliferation of illegally nodified access cards,
DTV periodically sends out electronic counternmeasures (“ECMs”) enbedded within
its satellite transmi ssions. ECMs detect and disable nodified access cards,
sending theminto an infinite “loop.” See Robson, No. 04-30861, at 4 n. 4, ---
F.3d at ---- n.4.

4 DTV al so produced evidence that at sone point after the comencenent of
suit Mnor accessed a website that offers advice to woul d-be pirates.
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| ocal station broadcasts.

Before us are DTV s cl ai ns agai nst M nor for violations of the
Communi cati ons Act of 1934,° as well as for violations of Title Il
of the Omibus Crine Control and Safe Streets Act of 1968 (Wretap
Act).® Specifically, DTV brought clains against Mnor for illegal
interception of its satellite transm ssions, in violation of 47
US C § 605(a) and 18 U.S.C. § 2511(1)(a), and for the illega
nmodi fication of a device primarily used for piracy, in violation of
47 U.S.C. § 605(e)(4)."

The district court granted summary judgnment to M nor on these
three clains.® The court treated as dispositive its conclusion
that there was insufficient evidence to support a factual finding
that Mnor intercepted DTV's signal.® DTV tinely appeals.

I

W review a grant of summary judgnent de novo, applying the

548 Stat. 1064, as anended (codified in relevant part at 47 U. S. C. § 605).

6 Pub. L. No. 90-351, tit. IIl, 8 802, 82 Stat. 211, 212-23, as anended
(codified at 18 U. S.C. 88 2510-2522).

" The remai ning clains are not at i ssue here. DTV previously disnmissedits
claimfor civil conversion and does not challenge the district court’s ruling
regarding claims per 18 U S.C. 8§ 2512 and Tex. Qv. Prac. & ReMm CcoeE § 123. 002.

8 See DIRECTV, Inc. v. Mnor, No. SA-03-CA-782-0G (WD. Tex. Jun. 29,
2004) .

® See id. at 2 (“In order to prevail on these clains [under § 605(a) and
8§ 605(e)(4)], Directv must prove that M nor received, assisted in receiving, or
intercepted DIRECTV' s proprietary satellite transmssions.”); id. at 5 (“Directv
has failed to neet its burden to raise a fact issue that Mnor actually
intercepted and then divulged its conmunication.”); id. at 7 (granting summary
judgrment on 8 2511 cl ai mbecause DTV “has failed to rai se a fact i ssue that M nor
intercepted Directv’'s signal”).



sane standard as the district court.?! “Summary judgnent is proper
when t he pl eadi ngs and evi dence denonstrate that no genui ne issue
of material fact exists and the novant is entitled to judgnent as
a mtter of law "

The district court was obligated to “consider the evidence in
the |i ght nost favorable”!? to DTV as the nonnovant, and to “i ndul ge
every reasonable inference fromthe facts” in favor of DTV.1® |If
a novant alleges an absence of specific facts necessary for a
nonnovant to establish an essential elenent of its case, then the
nonnmovant “mnust respond by setting forth ‘specific facts show ng
that there is a genuine issue for trial.’”* “After the nonnovant
has been given an opportunity to raise a genuine factual issue, if
no reasonable juror could find for the nonnovant, sunmary judgnent
will be granted.”?®

1]

DTV urges that it presented sufficient evidence to forestal

10 See Boudreaux v. Swift Transp. Co., Inc., 402 F.3d 536, 540 (5th Cr.
2005); Caboni v. Gen. Mdtors Corp., 278 F.3d 448, 451 (5th Gr. 2002); Feb. R
Gv. P. 56.

11 Pluet v. Frasier, 355 F.3d 381, 383 (5th Gr. 2004) (citing FED. R Qw.
P. 56(c)).

12 Caboni, 278 F.3d at 451 (internal quotation marks and citation onmtted);
see Forsyth v. Barr, 19 F.3d 1527, 1533 (5th Gr. 1994).

13 Newport Ltd. v. Sears, Roebuck & Co., 6 F.3d 1058, 1064 (5th Cr. 1993).

14 Sl aughter v. S. Talc Co., 949 F.2d 167, 170 (5th Cr. 1991) (quoting
Anderson v. Liberty Lobby, Inc., 477 U S. 242, 249 (1986)).

1% Caboni, 278 F.3d at 451 (citing FED. R CGvVv. P. 56(c); Celotex Corp. v.
Catrett, 477 U S. 317, 322 (1986)).



summary judgnent on its clainms for violation of 8§ 605(a) and
§ 2511(1)(a). W agree.

Section 605(a) provides, in part, that

no person receiving [or] assisting in
receiving . . . any interstate or foreign
communi cation by wire or radio shall divulge
or publish the . . . contents . . ., except
[in authorized circunstances.] No person not
bei ng aut hori zed by the sender shall intercept
any radi o communi cati on and di vul ge or publish
the . . . contents . . . of such intercepted
conmuni cation to any person. No person not

being entitled thereto shall receive or assi st
in receiving any interstate or foreign
conmuni cati on by radi o and use such
communi cation . . . for his own benefit or for
t he benefit of another not entitled thereto.!®
Section 605(e)(3)(A), in turn, provides a civil renmedy for “[a]ny
person aggri eved by any violation of [§ 605(a)] or [8 605(e)(4)]."Y
Simlarly, 8 2511(1)(a) inposes crimnal liability upon any
person who “intentionally intercepts, endeavors to intercept, or
procures any other person to intercept or endeavor to intercept,
any wire, oral, or electronic communication.”*® A civil action is
provided in 8§ 2520(a): “[Alny person whose wre, oral, or
el ectronic conmuni cati on IS i ntercept ed, di scl osed, or
intentionally used in violation of this chapter may in a civi

action recover from the person or entity, other than the United

States, which engaged in that violation such relief as nmay be

16 47 U S.C. 8§ 605(a) (enphasis added).
747 U.S.C. § 605(e)(3)(A.

18 18 U.S.C. § 2511(1)(a).



appropriate.”?1®

DTV's clains per 8§ 605(a) and 8 2511(1)(a) hinge here upon
whet her DTV has created a triable issue on the key elenent of
actual interception.? Wile circunstantial evidence can serve this
end, 2 we have cautioned that where “circunstantial evidence of
interception is confined largely to denonstrating the purchase and
possession of the devices at issue, rather than the use of those
devices to intercept DIV s transm ssions,” sumary judgnent may be
proper.? In DIRECTV, Inc. v. Robson, we affirned summary judgnent
for the defendant where evidence was |lacking as to other DTV
conponent s--di sh, receiver, and access card--and the quantum of
evi dence added up to little nore than purchase and possession.
As we noted in Robson, there is “no civil action for nerely
possessing or purchasing a pirate access device.”?

The evidence in the present case differs in that there is a
DTV di sh on the roof of an individual who is not and has never been
a DTV subscriber. Wth the dish, then, cones the possibility of

surreptitious interception, recognizing that the other equipnent is

1918 U.S.C. 8§ 2520(a).

20 See Robson, No. 04-30861, at 9; --- F.3d at ----.

21 See id.; Walker v. Darby, 911 F.2d 1573, 1578 (11th Cr. 1990).

22 Robson, No. 04-30861, at 11; --- F.3d at ----.

% See id.

24 |d.; see id. at 11-12 (citing, inter alia, 18 U S. C § 2520(a); 18

U S.C. § 2512(1)(b); DIRECTV, Inc. v. Treworgy, 373 F.3d 1124, 1129 (11th Cr.
2004)).



capable of being kept in secret; in Robson, evidence of such a
vi si bl e conponent - - necessary for actual interception--was | acking.
O course, whether or not Mnor’'s explanations for this particul ar
fixture are credible is not sonething we gauge here. Together with
hi s purchase of the unlooper, these facts are sufficient to raise
a question whether Mnor used the unlooper to intercept DTV s
transm ssi ons. I ndulging all reasonable inferences, we are
persuaded that the evidence here takes us sufficiently beyond
purchase and possession of the unlooper; that is, the admtted
purchase of the unl ooper in conjunction with the DTV dish on the
home of this technically savvy non-subscriber creates a triable
fact issue on the key elenent of interception.
|V

DTV al so argues that summary judgnent should not have been
granted as to its clainms under 8§ 605(e)(4), per the correspondi ng
civil action provided for in 8 605(e)(3)(A), for nodification of a
pi rate access device. W agree.

Section 605(e)(4) reads:

Any person who nanufactures, assenbl es,
nmodi fi es, i nports, exports, sel | s, or
distributes any electronic, nechanical, or

ot her device or equipnent, know ng or having
reason to know that the device or equipnment is
primarily of assistance in the unauthorized
decryption of satellite cable programm ng, or
direct-to-hone satellite services, or s
i ntended for any other activity prohibited by
[8 605(a)], shall be [criminally liable].?

% 47 U.S.C. § 605(e)(4) (enphasis added).
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In its brief on appeal, DTV describes its claimfor violation of
this provision as foll ows:

DI RECTV al | eges that Mnor violated 47 U. S. C

8 605(e)(4) by wusing a device called an

unl ooper to illegally nodify a DI RECTV access

card to enable the access card to decrypt

DI RECTV' s satellite transm ssions.
The district court disposed of this claimbased on its concl usion
that it was unsupportabl e absent a showi ng of actual interception, 25
and we are persuaded that this was in error. Nothing on the face
of 8 605(e)(4) requires interception, as it addresses “[a]ny
person” who engages in any of the listed activities, including
“modifi[cation].”? Further, no interception is required for DIV
to qualify as “[a]lny person aggrieved” in order to bring a civil
action under the ternms of § 605(e)(3)(A).%® The district court
cited a portion of §8 605(d)(6)--which is a provision that provides

gui dance as to “any person aggri eved”?--in reaching its concl usion

that civil clains brought for violation of 8 605(e)(4) require

26 See supra note 9.
27 47 U.S.C. § 605(e)(4).

28 See 47 U.S.C. § 605(e)(3)(A) (“Any person aggrieved by any violation of
[§ 605(a)] or [§ 605(e)(4)] may bring a civil actionin a United States district
court or in any other court of conpetent jurisdiction.”).

2 47 U.S.C. § 605(d)(6) provides:

[TIhe term “any person aggrieved” shall include any
person with proprietary rights in the intercepted
comuni cation by wire or radi o, including whol esale or
retail distributors of satellite cable programm ng, and,
inthe case of a violation of [§ 605(e)(4)], shall also
i ncl ude any person engaged in the |awful manufacture,
distribution, or sale of equipnent necessary to
aut horize or receive satellite cable progranmm ng.

9



actual interception.® This inplicitly treats 8§ 605(d)(6) as an
exhaustive list of those who fit within the scope of “any person
aggrieved.” W rejected such a contention today in a rel ated case
and need not plow the same ground here.3 W offer no opinion on
whet her M nor’s all eged actions using the unl ooper to alter a DTV
access card qualifies as “nodifi[cation]”3 wthin the neaning of
8§ 605(e)(4). We leave that to the district court to consider again
in the first instance. We further decline to address Mnor’s
additional argunents raised for the first tine on appeal.
\Y

For the foregoing reasons, we vacate the district court’s
summary judgnent in favor of Mnor. The evidence presented permts
a reasonable of inference of actual interception, as is required
for civil clainms alleging violations of 8 605(a) and 8 2511(1)(a).
Actual interceptionis not required to sustain a 8 605(e)(4) claim

VACATED and REMANDED.

30 See M nor, No. SA-03-CA-782-0G at 2.

31 See Budden, No. 04-20751, at 9-14, --- F.3d at ----; see al so Robson,
No. 04-30861, at 24; --- F.3d at ----.

2 ¢f. MI Telecomms. Corp. v. Am Tel. & Tel. Co., 512 U. S. 218, 225
(1994); United States v. Crawford, 52 F. 3d 1303, 1309-10 (5th G r. 1995); United
States v. Harrell, 983 F.2d 36, 37-39 (5th Cr. 1993).
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