IN THE UNI TED STATES COURT OF APPEALS
FOR THE FI FTH Cl RCU T

No. 91-2432

LAWRENCE M BAREFORD
| ndi vidual ly, ET AL.,
Pl aintiffs-Appellants,

ver sus

GENERAL DYNAM CS CORPORATI ON, ET AL.,
Def endant s- Appel | ees,

and

UNI TED STATES OF AMERI CA,
| nt er venor - Appel | ee.

Appeal fromthe United States District Court
for the Southern District of Texas

( Septenber 16, 1992 )

Bef ore H GA NBOTHAM and DUHE, Circuit Judges and HUNTER, * District
Judge.

H G3 NBOTHAM Circuit Judge:

We nust grapple with the federal governnent's invocation of
the state secret doctrine to a manufacturi ng and desi gn defect suit
agai nst the manufacturer of a mlitary weapons system W are
persuaded that plaintiffs would be unable to prove their case

W thout classified information and that the very subject matter of

“Senior District Judge of the Western District of Louisiana,
sitting by designation.



the trial is a state secret. W affirm the district court's
di sm ssal
| .

In 1987, during the Iraqgi-Ilranian War, an lraqi F-1 Mrage
fighter fired two Exocet mssiles at the U S . S. Stark, an diver
Hazard Perry class frigate stationed in the Persian CGulf. The
attack killed 37 crewren on the Stark, including 23 of the
plaintiffs' decedents in this case.

The Navy's official investigation concluded that there were
four principle causes of the mssiles' successful penetration of
the Stark's defenses: (1) the failure of the Stark's commander to
recogni ze the threat posed by the F-1 Mrage fighter; (2) inproper
wat ch manni ng and standing; (3) |lack of proper weapon readi ness;
and (4) failure of the Stark's commander to use radar to warn the
fighter to desist its attack. The United States has espoused the
sailors' and their famlies' clains for death and has recei ved over
$27 million fromlraq to conpensate famlies for deaths of sailors
whi ch has been distributed to the famlies of the deceased crewren.

Bareford and other plaintiffs filed this action against
several defense contractors including General Dynam cs asserting
that the Phal anx weapons system was defectively manufactured and
desi gned, that General Dynam cs and ot her contractors fraudul ently
and deceptively conceal ed these defects, and that the sailors'
deaths or injuries were proximtely caused by these defects.

The governnment intervened and filed a 12(b)(6) notion to

dismss the conplaint, on the grounds that (1) the plaintiffs'



clains had been espoused by the U S. governnent; (2) the case
presented a non-justiciable political question; and (3) the subject
of the lawsuit was a "state secret"” that was privileged under the
state secret doctrine. The contractors filed a simlar notion.

In response to these notions, the plaintiffs filed vol um nous
pl eadi ngs and exhibits, including 2,500 pages of affidavits and
ot her docunents. A hearing was schedul ed on February 14, 1991.
One day before the hearing, the governnment infornmed the plaintiffs
counsel that it intended to nake an in canera production of
addi tional docunents. On the sane day, governnment attorneys
conducted in canera production before the district court judge.
The docunents included an affidavit by an admral and the
unabri dged version of the Navy Departnent's official investigation
of the Stark incident.

The district court granted the governnent's notion to di sm ss.
The district court found that the plaintiffs' action was barred
under the state secret privilege, because the trial of the case
would require disclosure of classified information sensitive to
nati onal security.

.

The privilege for state secrets allows the governnent to

withhold information from discovery when disclosure would be

inimcal to national security. Zuckerbraun v. Ceneral Dynanm cs

Corp., 935 F. 2d 544, 546 (2d Gr. 1991); United States v. Reynol ds,

345 U.S. 1 (1953). The privilege may be invoked by the head of a

governnental departnent with responsibility over the matter in



question, and the head of the departnent nust give personal

consideration to the matter in question. United States v.

Reynolds, 345 U S. 1, 7-8 (1953). A governnent departnment may
intervene in litigation to which it is not a party and assert the
privilege, thereby preventing either party in the litigation from
obt ai ning sensitive governnent information in discovery.

The effect of the privilege is generally to exclude the

privileged evidence fromthe case. Ellsberg v. Mtchell, 709 F. 2d

51, 65 (D.C. Cir. 1983), cert. denied, 465 U S. 1038 (1984). The
plaintiff's case then goes forward wthout the privileged
information and would be dismssed only if the remaining
information were insufficient to nake out a prinma facie case.

Halkin v. Helms, 690 F.2d 977, 998-99 (D.C. Cr. 1982). Sone

courts, however, have held that the privilege can lead to the
dismssal of the plaintiffs' case in tw other circunstances.
First, if the privilege deprives the defendant of information that
woul d otherwi se give the defendant a valid defense to the claim
then the court may grant summary judgnent to the defendant. 1n Re

United States, 872 F.2d 472, 476 (D.C. Cr.), cert. denied sub nom

United States v. Al bertson, 493 U S. 960 (1989); Ml erio v. Federal
Bureau of Investigation, 749 F.2d 815, 825 (D.C. Cr. 1984).

Second, sonme courts have held that the court should dismss if the
"very subject matter of the plaintiff's actionis a state secret,”
even if the plaintiff has produced non-privileged evidence

sufficient to nmake out a prinma facie case. Farnsworth Cannon, Inc.

v. Gines, 635 F.2d 268, 274 (4th Gr. 1980) (en banc). The reason



for dismssal in these circunstances is that wtnesses wth
know edge of secret infornmation may di vul ge that i nformation during
trial because the plaintiffs "would have every incentive to probe
as close to the core secrets as the trial judge would permt. Such

probing in open court would inevitably be revealing." Farnsworth

Cannon, 635 F.2d at 281; cf. Bowes v. United States, 950 F. 2d 154,

156 (4th Gr. 1991) ("If the case cannot be tried wthout
conprom sing sensitive foreign policy secrets, the case nust be
di sm ssed. ).
A

We turn first to the plaintiffs' ability to prove their case
W thout revealing state secrets. Although originally styled as a
notion to dismss for failure to state a claim we wll treat the
def endants' notion as a notion for summary judgnent because both
parties have produced and rely upon evi dence outsi de the pl eadi ngs.
Plaintiffs contend that they can survive summary judgnent pointing
to 2,500 pages of affidavits and docunents, all assertedly in the
public domain. These docunents include an affidavit of the forner
captain of the U S. S. Stark, two affidavits fromforner enployees
of General Dynam cs, and information contained in Congressiona
reports and other published sources. The Secretary of the Navy
asserts no privilege for this evidence.!?

There is a prelimnary question of whether the governnent has

validly invoked the state secret doctrine. Bareford asserts that

The governnent maintains that security considerations
prevent the Navy Departnent fromeither confirm ng or denying
whet her the offered evidence is classified information.
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Secretary of the Navy H Lawence Garrett did not personally review
the plaintiffs' docunents as required by Reynolds, 345 U S. at 7-8.
W di sagree. The governnent does not target docunments produced by
the plaintiffs, but objects to the clai mwhich by necessity would
rely upon highly sensitive information. Secretary Garrett states
inhis affidavit that he personally considered the type of evidence
necessary to this claim? The Secretary's review was sufficient.

Plaintiffs have succeeded i n produci ng consi derabl e evi dence,

and present a closer issue than Zuckerbraun v. Ceneral Dynam cs

Corp., 935 F.2d 544 (2d Cr. 1991). I n Zuckerbraun, the clains

were al nost identical tothe clains in this case to recover for the
death of a sailor in the Stark incident. The defendants responded
wth an affidavit from the Navy Secretary identical to the
affidavit in this case, stating that the design and operation of
t he Phal anx weapons system were highly classified and sensitive
matters and that di sclosure of suchinformationinlitigation would
be "inimcal to national security."”

The Second Circuit affirmed the dism ssal of Zuckerbraun's
claim Judge Wnter, witing for the panel, noted that the
plaintiffs' clainms of manufacturing and desi gn defects at a m ni mum
requi red proof of what the Phal anx weapons systemis supposed to
do, whether it was used when the Stark was hit, and, if it was,
whet her the failure of the systemto work was the result of the

manuf acturers' negligence. The panel noted that "[t] hese questions

2A copy of Secretary Garrett's affidavit was published as an
appendi x to the opinion in Zuckerbraun v. General Dynam cs Corp.
935 F.2d 544, 548-53 (2d Cir. 1991).
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cannot be resol ved or even put into dispute without access to data
regarding the design, manuf act ur e, per f or mance, functi ona
characteristics, and testing of these systens and the rules of

engagenent under which the Stark was operating." Zuckerbraun, 935

F.2d at 547. Because this data was subject to the privilege, the
panel concluded that "there is no evidence available to the

appellant to establish a prima facie case." Zuckerbraun, 935 F. 2d

at 548.

Plaintiffs distinguish Zuckerbraun on the basis that

Zucker braun apparently di d not offer any non-privileged information

on which to build a case. As noted in Zuckerbraun, "appellant has

not designated any sources of reliable evidence on the factua

issues going to liability". Zuckerbraun, 935 F.2d at 548. By

contrast, the plaintiffs point to their 2,500 pages of evidence--
el even Congressional reports, letters, nedia articles, and eight
decl arations--that they contend establishes a prina facie case of
liability.

Baref ord has cone forward wi th substantial evidence fromwhich
a judge or jury mght find problens, or even wongdoi ng, by General
Dynam cs in its production and testing of the Phal anx system That
alone will not establish a prima facie case. Its claim of
manuf act uri ng and desi gn defects requi res proof of what the Phal anx
system was intended to do and the ways in which it fails to
acconplish these goals. This question cannot be resolved w t hout
access to detailed data regarding "the design, manufacture,

performance, functional characteristics, and testing of these



systens." Zuckerbraun, 935 F.2d at 547. Such an anal ysis of the

capabilities of an advanced Navy frigate's defensive systens is the
type of judicial disclosure of state secrets the doctrine bl ocks.

Bareford has conme forward wth evidence of the intended
operation of the Phalanx system but it is fairly described as
evidence of the systems general performance limts, not the
necessary detail ed anal ysis of the systenis i ntended performance in
the situation in which the Stark incident occurred. This is

certainly nore than "docksi de runor," Zuckerbraun, 935 F. 2d at 548,

but would nonetheless not prove that the Phalanx system was
intended to destroy the Iragi mssile in these circunstances, nuch
less to prove why it failed to do so. Plaintiffs have failed to
denonstrate that this evidence is avail able to themas uncl assified
i nformati on. Accordingly, we conclude that dismssal was
appropri ate.
B

Def endants al so urge that dism ssal was appropriate because
the state secret privilege would deprive themof a valid defense.
The contractors contend that "privileged state secrets are
essential to the defense to plaintiffs' claim" because "resort to
classified information would be necessary even to cross-exam ne
plaintiffs' wi tnesses on the nost basic points of their testinony."

Most courts that have discussed the state secret privilege
have adopted the position that, if privileged informtion would
establish a valid defense, then the court ought to dismss the

plaintiffs' case. Zuckerbraun, 935 F.2d at 547; In re United




States, 872 F.2d at 481; Mdleriov. F.B. 1., 749 F. 2d 815, 821 (D.C

Cir. 1984); Ellsbergv. Mtchell, 709 F.2d 51, 65 (D.C. Gr. 1983).

This circuit has not yet ruled on the effect of the state secret
privilege on the availability of defenses and we decline to do so
here where it is unnecessary to resolve the case before us.

C.

Even if we found that Bareford had nmade out a prima facie case
with unprivileged information, we conclude that the state secret
doctrine woul d nonethel ess bar the plaintiffs' action because any
further attenpt by the plaintiffs to establish a prima facie case

woul d threaten disclosure of inportant state secrets. Farnsworth

Cannon, 635 F. 2d at 281; see also Bow es v. United States, 950 F. 2d

154, 156 (4th G r. 1991) (holding case nust be dism ssed "where no
anount of effort or care wll safeguard the privileged
information"). The state secret doctrine justifies dism ssal when
privileged material is central "to the very question upon which a

deci si on nust be rendered."” Fitzgerald v. Penthouse | nternational,

Ltd., 776 F.2d 1236, 1244 (4th Cr. 1985).

In Fitzgerald, for instance, the court affirned the district

court's dismssal, even though the plaintiff intended to produce
only non-privileged information to support his case. Fitzgerald
was a former Navy contractor who had conducted experinents wth
dol phins in order to design torpedoes. Pent house magazi ne
published a story that, in part, alleged that Fitzgerald had
distributed brochures describing the experinents to countries

outside the United States and that these brochures contained



classified information. The plaintiff brought a |ibel action
agai nst Pent house, contending that the information in the brochures
was not cl assifi ed.

To prove falsity, the plaintiff intended to call an official
fromthe Pentagon's Branch of Security Policy to testify that the
informati on was not classified. The Navy, however, intervened to
invoke the state secret privilege, stating that, although the
official's testinmony would ostensibly be about non-classified
information, there was a considerable danger that «classified
information would |eak during cross-exam nation. The district
court dismssed the plaintiff's action, finding that "the very
subject of this litigation is a state secret."” 776 F.2d at 1243.

The Fitzgerald court referred at length to the Secretary of

the Navy's affidavit in which the Secretary stated that, while sone
uses of the marine mammal programwere not classified, others were
hi ghly classified. By calling experts to testify about non-
classified uses, the court saw a danger that "state secrets could
be conprom sed even wthout direct disclosure by a wtness."
Fitzgerald, 776 F.2d at 1243. For instance,

if a wtness is questions about facts A and B, the

wtness testifies that fact Ais not a mlitary secret,

and the governnent objects to any answer regarding fact

B, by inplication one mght assune that fact B is a

mlitary secret.
Id. at 1243 n. 10.

In Farnsworth Cannon, the plaintiffs alleged that a Navy

Departnent enployee, Gines, had tortiously interfered with the

plaintiffs' contractual relations with the Navy Departnent by

10



cancelling the plaintiffs' contracts wth the Departnent. The
plaintiffs did not request discovery fromthe governnent and the
subject of the [litigation--the defendant's notivations in
cancel l i ng sone Navy contracts--seened renote fromthe content of
the state secrets contained in the contracts thenselves.
Nevert hel ess, the en banc court vacated the original panel opinion
and held that the case presented too great a risk of disclosure of
state secrets to go to trial

Fitzgerald and Farnsworth Cannon recognize the practical

reality that in the <course of |litigation, <classified and
uncl assified information cannot always be separated. In sone
cases, it is appropriate that the courts restrict the parties'
access not only to evidence which itself risks the disclosure of a
state secret, but also those pieces of evidence or areas of
questioning which press so closely upon highly sensitive materi al
that they <create a high risk of inadvertent or indirect
di scl osures. There is |little question that the design and
limtations of the Phalanx weapons system are matters "which
reasonably could be seen as a threat to the mlitary interests

of the nation." Halkin v. Helns, 690 F.2d 977, 990 (D.C. Cr

1982). As Judge Wnters noted in Zuckerbraun, "the disclosure of

secret data and tactics concerning the weapons systens of the nobst
technically advanced and heavily relied upon of our nation's
warships may reasonably be viewed as inimcal to nationa

security."” 935 F.2d at 547.

11



Plaintiffs would present the testinony of fornmer Navy Captain
Bri ndel, commanding officer on the Stark, and of forner GCeneral
Dynam cs enpl oyees. These wi tnesses have each had access to highly
sensitive data. They woul d be questioned about their know edge of
t he Phal anx' s operation and defects. Perhaps sone of this evidence
is unclassified, as plaintiffs contend, or is contained in
Congressional reports and other public sources. But the danger
that wi tnesses m ght di vul ge sone privileged material during cross-
exam nation is great because the privileged and non-privil eged
material are inextricably |inked. We are conpelled to concl ude
that the trial of this case would inevitably |ead to a significant
risk that highly sensitive information concerning this defense
system woul d be di scl osed.

The governnent maintains that, even if the data is avail able
from non-secret sources, acknow edgenent of this information by
governnent officers would still be damaging to the governnent,
because the acknow edgenent would Ilend credibility to the

unof ficial data. Fitzqgi bbon v. Central Intelligence Agency, 911

F.2d 755, 765-66 (D.C. Cir. 1990); Alfred A Knopf, Inc. v. Colby,

509 F.2d 1362, 1370 (4th Cr.), cert. denied, 421 U S. 908 (1975);
and Afshar v. Departnent of State, 702 F.2d 1125, 1130 (D.C. Cr

1983). These cases stand for the proposition that disclosure of
information by governnent officials can be prejudicial to
governnent interests, even if the information has already been
di vul ged from non-governnent sources. Afshar, 702 F.2d at 1130

("Oficial acknow edgenent by an authoritative source m ght well be

12



new i nformation that could cause damage to national security").
This contention has a troubling sweep, but we do not rest upon it,
because we need not.

Plaintiffs argue that dism ssal of their case was an overly
harsh renedy for the potential security risk posed by the trial of
this case. Dismssal is a harsh sanction. But the results are
harsh in either direction and the state secret doctrine finds the
greater public good--ultimately the less harsh renedy--to be
dism ssal. \Were "assertion of the privilege precludes access to
evi dence necessary for the plaintiff to state a prinma facie claim

dismssal is appropriate.” Zuckerbraun, 935 F.2d at 547. No

i ntermnmedi ate sol ution such as those proposed by plaintiffs, as ably

and creatively as their counsel has put it, can fully protect the

United States' interest in keeping its state secrets undi scl osed.
L1,

The district court dismssed the clains on the alternative
ground that they presented a non-justiciable political question
out side the conpetence of the federal courts. W affirmon other
grounds. We do not address this argunent and express no opinion
about its applicability.

| V.

Bareford rai ses two due process objections to the procedures
of the district court. First, they argue that the district court
shoul d have provided a transcript of the proceedings that occurred

during the ex parte, in canera proceeding. Second, the plaintiffs

13



argue that the district court should have given the plaintiffs nore

notice of the ex parte, in canera hearing.

Bareford's counsel was notified of the governnent's intent to
produce nore docunents to the district court in canera on the sane
day that the court began its in canera review of these docunents.
Baref ord contends that this does not constitute adequate notice for
the plaintiffs to mke a tinely objection to the in canera
pr oceedi ng. The governnent contends that this notice was
sufficient to allowthe plaintiffs' counsel to raise objections to
the in canera proceeding on the follow ng day, when the district
court conducted the hearing on the defendants' notion to dismss.
The gover nnment shoul d have provided notice to allowthe plaintiffs
to object to the in canera proceeding before it occurred. United

States v. Hall, 854 F.2d 1036, 1042 (7th Cr. 1988) (party should

have notice of request for in canera revi ew adequate to allow party
to respond to request). This error does not require reversal,
however, because Bareford's claimis dism ssed without relying upon
the materials produced by the governnent in canera. Any error was
t herefore harnl ess.

The district court did not provide a transcript of the in
canera proceeding. This court cannot review a proceedi ng of which

no record was mnade. United States v. Southard, 700 F.2d 1, 11-12

(1st Gr.), cert. denied sub nom Ferris v. United States, 464 U S.
823 (1983) (district court should make transcript of in canera
proceedi ng). For the reasons indicated above, however, any error

in the in canera hearing was harni ess.

14



V.

Plaintiffs chall enge on First Amendnent grounds the district
court order to the parties not to conmuni cate any i nfornmation about
the litigation to anyone except essential legal staff. Thi s
guestion i s noot.

AFFI RVED.
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