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KING Chief Judge:
After pleading guilty to a charge of know ngly possessing
child pornography in violation of 18 U S.C. § 2252A, Defendant -
Appel  ant Ronal d Scott Paul was sentenced to five years of

i nprisonnment and three years of supervised rel ease pursuant to

section 2@&.2 of the United States Sentencing Quidelines. Paul

District Judge of the Eastern District of Louisiana,
sitting by designation.



appeals to this court, challenging the district court’s
sentenci ng determ nation, the conditions of his supervised
rel ease, and the constitutionality of the statute of conviction.
For the followi ng reasons, we AFFIRM Paul’s conviction and his
sentenci ng determ nation, including the conditions of supervised
rel ease.
|. Factual and Procedural Background

On May 8, 2000, Defendant-Appellant Ronald Scott Paul took
hi s personal conputer to Electronic Services and Repair, a snal
conputer repair business in Port |sabel, Texas. Wile working on
the conputer, a technician discovered child pornography on the
hard drive and contacted the Federal Bureau of |nvestigations
(“FBI"). The FBI’'s background check on Paul revealed a 1986
of fense involving child pornography. After Paul had retrieved
his conmputer fromthe repair technician, FBlI agents searched
Paul " s residence pursuant to a valid warrant. The agents sei zed
the conputer, which contained a | arge nunber of files with i mges
of child pornography that had been downl oaded fromthe Internet.
The agents al so sei zed assorted phot ographs of children,
magazi nes with nude photographs of children and adults, books
Wi th pictures of nude prepubescent boys, videotapes of random
children filnmed in public settings, a |large bag of children's
cl ot hes, and several children’s swnsuits covered with sand.

Additionally, the agents seized a nedical bag contai ning



basi ¢ nmedi cal supplies and Spani sh-1anguage flyers advertising
lice renoval for children. 1In the flyers, Paul informed parents
that he would spray their children with a product that kills
lice. The flyers also stated that Paul woul d conduct a conplete
physi cal exam nation on each child for “overall health,” which
necessarily required the child to conpletely undress. The agents
al so found between ten and twenty personal caneras in Paul’s
resi dence.!

Further review of Paul’s conputer reveal ed el ectroni c nai
communi cations (“e-mails”) discussing sources of child
por nogr aphy, including websites, chat roons, and newsgroups that
al l oned both receiving and sendi ng of pornographic inmages. In
one of these e-mails, Paul discussed how easy it was to find
“young friends” by scouting single, dysfunctional parents through
Al cohol i cs Anonynous or |ocal welfare offices and winning their
friendship, thereby securing access to their young sons.

On July 17, 2000, Paul pled guilty to one charge of
know ngly possessing a conputer hard drive with three or nore
i mges of child pornography that traveled through interstate
comerce, in violation of the Child Pornography Prevention Act.

See 18 U.S.C. § 2252A(a)(5)(B) (1994). The governnent offered

! According to Paul, his hobbies include photography and
canmera repair. He maintains that he earned about $200 nont hly
pur chasi ng broken caneras over the Internet, fixing them and

reselling them



four imges as sanples of the child pornography that Pau
possessed. Paul admtted that these exhibits were i nages he
received fromthe Internet and stored on his conputer hard drive.

After Paul pled guilty to possession of child pornography
and was rearraigned, the court ordered the probation office to
prepare a presentence report (“PSR’). Applying section 2&.2 of
t he Sentenci ng Guidelines? (“section 2&.2"), the PSR determ ned
that Paul’s total offense |level was 35. See U. S. SENTENC NG
QUIDELINES MAaNUAL § 2@R2.2 (1998). The PSR then factored in Paul’s
crimnal history category (category |I), which resulted in an
i nprisonnment range of 121 to 151 nonths. However, the PSR noted
that the statutory maxi num penalty was 60 nonths.

At the sentencing hearing, Paul objected to the PSR s use of
section 2@&2.2, arguing that the district court should have
applied section 2@2. 4% i nstead because he was charged with
possessi on of child pornography rather than trafficking in child

por nogr aphy. * The probation officer and the governnment both
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Section 2&.2 is applicable to “Trafficking in Materi al
I nvol ving the Sexual Exploitation of a Mnor; ReceivVving,
Transporting, Shipping, or Advertising Material I|nvolving the
Sexual Exploitation of a Mnor; [and] Possessing Materi al

I nvol ving the Sexual Exploitation of a Mnor Wth Intent to
Traffic.” U S. SENTENCING GUI DELINES MANUAL § 2.2 (1998).

3 Section 2&.4 is applicable to “Possession of Materials
Depicting a Mnor Engaged in Sexually Explicit Conduct.” U S
SENTENCI NG GUI DELI NES MANUAL § 2G&2.4 (1998).

4 According to Paul, applying section 2&.4 woul d have
yi el ded a nmuch shorter inprisonnent range of 27 to 33 nonths.
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mai nt ai ned that section 2@&.2 was the appropriate guideline
because a cross-reference in section 2&.4 requires use of
section 2&.2 if there is indication of “intent to traffic.”®
See U. S. SENTENCING GUIDELINES MANUAL 8§ 2G2.4 (1998). To support its
claimthat Paul intended to traffic in child pornography, the

governnent offered five e-mails fromPaul’s conputer.® Pau

> The cross-reference reads: “[i]f the offense involved

trafficking in material involving the sexual exploitation of a
m nor (including receiving, transporting, shipping, advertising,
or possessing material involving the sexual exploitation of a
mnor with intent to traffic), apply 82Q&.2.” U.S. SENTENC NG

GUI DELI NES MANUAL 8§ 2G2.4 (11998).

6 Exhibit One was an e-mail fromU timte Anonymty (a
busi ness provi di ng anonynous | nternet accounts) confirmng Paul’s
account .

Exhi bit Two was an e-nmail exchange between Paul and Stewart
Anderson on COctober 29, 1999, in which Anderson warned Paul not
to post on the newsgroup alt.binaries.pictures.asparagus, as this
newsgroup was considered illegal and hackers could find out the
identities of those posting nessages. Anderson advised Paul to
vi ew or downl oad pictures rather than post to newsgroups, and
told himthat it mght be safe to post “innocent” pictures in a
newsgroup called alt.binaries.pictures.boys. Paul replied to

Ander son, thanking himfor the advice and stating: “It was ne.
l"mstill very new at this and don’t understand the do’s and
don’'ts. But with help for [sic] friends I'lIl learn, hopefully

before | get busted for sonmething | don’t understand.”

Exhi bit Three was an e-nmail exchange between Paul and an
unidentified individual calling hinself “Chost Witer.” Pau
asked Chost Witer whether a series of synbols that he had seen
in a newsgroup was a picture or a code and howto read it. Wen
Chost Witer responded that he was unsure, Paul replied: “It is
there. | think I"’mdoing it right. 1’mnot downl oadi ng anyt hi ng
and |’ m not posting now, Cavenman clued ne in on that.”

Exhi bits Four and Five are e-mails from Paul to Anderson
dated Cctober 30 and 31, 1999, in which Paul stated his desire to
gi ve Anderson three books with titles suggesting that they
contained child pornography. Paul told Anderson that he could
pay the postage, but that otherw se the books would be a gift.



argued that these e-mails were inadequate to denonstrate
trafficking or intent to traffic, as the nessages contain no
direct statenents indicating that he sent inages through the nai
or the Internet.

The district court overrul ed Paul’s objection, determ ning
that pursuant to the section 2@&2.4 cross-reference, section 2&.2
was the appropriate guideline. Because the resulting sentence
was greater than the statutory maximum the district court
i nposed the statutory maxi mum sentence of five years
i nprisonnment, plus a three-year term of supervised release, and a
speci al assessnent fee of $100.

The district court inposed a nunber of special conditions on
Paul ' s supervised release term He nust “undergo a conplete
psychol ogi cal eval uation and/or participate in a sex
of fender/ nental health program as deened necessary and approved
by the probation officer.” Paul is also directed to avoid
“direct and indirect contact with mnors,” as well as “pl aces,
establi shnents, and areas frequented by mnors,” and is
prohi bited from “engaging in any paid occupation or vol unteer
servi ce which exposes himeither directly or indirectly to
mnors.” The conditions further provide that Paul “shall not
have[,] possess or have access to conputers, the Internet,
phot ogr aphi ¢ equi pnent, audi o/ vi deo equi pnment, or any item

capabl e of producing a visual inmage.” Finally, Paul is



instructed to “register with the sex offender registration in any
state where [he] . . . resides, is enployed, carries on a
vocation, or is a student, as directed by the probation officer
and as required by [aw.”

On appeal, Paul challenges his conviction and sentence on
three grounds. First, Paul argues that the statute of
conviction, the Child Pornography Prevention Act (“CPPA’), is
unconstitutionally vague and overbroad. Second, he argues that
the district court inproperly applied the Sentencing Quidelines
in using section 2&.2 to determ ne his base offense |evel.
Finally, Paul challenges the conditions of his supervised
rel ease, arguing that he was not given pre-sentence notice of the
requi renment that he register as a sex offender and that the
district court abused its discretion by inposing special
conditions restricting his contact with mnors and his ability to
access “conputers, the Internet, photographic equi pnent, audi o-
vi deo equi pnent, or any item capable of producing a visual
i mge.”

1. The Constitutionality of the
Chi | d Pornography Prevention Act

Paul contends that the | anguage in 18 U S.C. § 2256(8)(B)
defining “child pornography” to include an image that “appears to
be” or “conveys the inpression” of mnors engaging in sexually
explicit conduct is inpermssibly vague and overbroad under the

First Amendnent. He acknow edges that this circuit’s recent



precedent forecloses this facial challenge. See United States V.

Fox, 248 F.3d 394, 404-07 (5th Cir. 2001) (holding that

prohi biting possession of an inmage that “appears to be” or
“conveys the inpression of” mnors engaging in sexually explicit
conduct does not violate the First Amendnent). However, Pau
points out that the Suprene Court recently granted certiorari in

Free Speech Coalition v. Reno, 198 F.3d 1083 (9th G r. 1999),

cert. granted sub nom, Ashcroft v. Free Speech Coalition, 121

S.Ct. 876 (2001), to consider whether this |anguage in the CPPA
is unconstitutionally vague or overbroad. Thus, he asks this
court to postpone deciding the issue until the Suprene Court

deci des Free Speech Coalition.

We decline this invitation. A facial challenge to the CPPA
is foreclosed by Fox, which is the binding law of this circuit.
Mor eover, as the governnent correctly points out, the Suprene

Court’s resolution of Free Speech Coalition will not affect the

validity of Paul’s conviction, as he was not convicted under the
portions of the statute that are under challenge in that case.
Paul " s indictnment specifically references the definition of
“child pornography” contained in 18 U S.C. 8§ 2256(8)(A), which
defines child pornography as any visual depiction of sexually
explicit conduct where “the production of such visual depiction
i nvol ves the use of a mnor engaging in sexually explicit

conduct.” This definition, unlike the definition contained in 8



2256(8)(B) that is at issue in Free Speech Coalition, does not

contain the | anguage that Paul asserts is constitutionally
probl emati c.
Del aying resolution of this constitutional challenge until

after the Suprene Court decides Free Speech Coalition would be

nei t her necessary nor useful, as the charges on which Paul was
indicted and to which he pled guilty reference a definitional

provision of the statute that is not challenged in Free Speech

Coalition. Accordingly, we affirm Paul’s conviction under the
CPPA.
I11. The Sentencing Determnation
This court reviews the district court’s application of the
Sent enci ng CGuidelines de novo and its factual findings for clear

error. See United States v. Stevenson, 126 F. 3d 662, 664 (5th

Cr. 1997). W “give due deference to the district court’s
application of the guidelines to the facts.” 18 U S.C. § 3742(e)
(1994) .7

“When sentencing a defendant, the district court nust first

determ ne which offense guideline section is nost applicable to

! The Suprenme Court recently el aborated on the neani ng of

this statutory provision in United States v. Buford, 121 S.C
1276 (2001). The Court held that the deference that is due under
18 U.S.C. § 3742(e) depends on the nature of the question
presented. In that case, the Court determ ned that deferential
review was appropriate “[i]Jn light of the fact-bound nature of
the | egal decision, the conparatively greater expertise of the
District Court, and the limted value of uniformcourt of appeals
precedent.” |d. at 1281.




the of fense of conviction, generally by reference to the
gui delines’ statutory index found at Appendix A thereto.” United

States v. Principe, 203 F.3d 849, 851 (5th Cr. 2000). The entry

in the statutory index for 18 U S.C. § 2252A (the statute of
conviction in the instant case) refers to both section 2@&.2 and
section 2@&2.4 as the applicable guidelines. |If the statutory
index refers to nore than one guideline section for a particular
statute, “the district court nust select the nost appropriate
section based upon the nature of the conduct charged in the count

for which the defendant was convicted.” 1d.; see also U S

SENTENCI NG GUI DELINES MANUAL 8§ 1B1.2 cnt. n.1 (1998).

Paul was convicted of “possession of a conputer hard drive
that contained three or nore i mages of child pornography.” Thus,
Principe and the commentary to section 1Bl1.2 indicate that, of
the two guidelines referenced in the statutory index for 8§ 2252A,
the appropriate guideline for Paul’s offense is section 2Q&.4
(the guideline applicable to “Possession of Materials Depicting a
M nor Engaged in Sexually Explicit Conduct”). However, section
2.4 contains a cross-reference instructing sentencing courts to
apply section 2&.2 (the provision applicable to “Trafficking in
Mat erial Involving Sexual Exploitation of a Mnor; Receiving,
Transporting, Shipping, or Advertising Material Involving the
Sexual Exploitation of a Mnor; [and] Possessing Materi al

I nvol ving the Sexual Exploitation of a Mnor with Intent to

10



Traffic”) if the possession offense involves trafficking in child
por nogr aphy, including receiving, transporting, shipping,
advertising, or possessing child pornography with intent to
traffic. |In determning whether the cross-reference provision is
applicable, the sentencing court may consider other “rel evant
conduct” in addition to the conduct charged in the count for

whi ch Paul was convicted.?

The district court primarily relied upon the e-mails offered
by the governnent at the sentencing hearing in concluding that
section 2@&2.2 was the appropriate guideline in the instant case.
The court found that the e-mail exchange between Paul and
Ander son di scussing the books that Paul wanted to give to
Anderson was sufficient evidence of intent to traffic. The
district court also pointed to Paul and Anderson’s earlier e-nai
exchange regardi ng Paul ' s posting on the “asparagus” newsgroup
and his e-mail exchange wth Ghost Witer as further indications
that Paul had, at sone point, posted inages that he acknow edged
could get him“busted.” Wile there was no indication from

either of these e-mail exchanges that the “postings” in question

8 Section 1B1.3 of the Sentencing Cuidelines instructs

that “cross-references in Chapter Two . . . shall be determ ned
on the basis of . . . all acts and om ssions conm tted, aided,
abetted, counsel ed, commanded, induced, procured, or willfully
caused by the defendant . . . that occurred during the comm ssion
of the offense of conviction, in preparation for that offense, or
in the course of attenpting to avoid detection or responsibility
for that offense . . . all harmthat resulted fromthe acts

and all harmthat was the object of such acts.” U S. SENTENCI NG
GuUIDELINES MANUAL § 1B1. 3(a) (1998).

11



were i mages (as opposed to text nmessages), the district court
found that it was reasonable to infer that inages were invol ved.

Paul contends that the district court erred in invoking
section 2&.4's cross-reference to section 2&.2 because this
case did not involve trafficking in child pornography. Pau
argues that his offer to give Anderson the book collection is
insufficient to support a finding that Paul was trafficking or
intended to traffic in child pornography. He contends that
gi vi ng Anderson the books woul d have been a purely gratuitous
act, rather than bartering or trading, and thus cannot qualify as
trafficking. Mreover, Paul clainms that he conditioned his offer
to give Anderson the books on Paul’s noving to Honduras, which
Paul maintains that he never actually intended to do. Pau
simlarly argues that the Cctober 29 e-mail exchange regarding
his posting activities on the asparagus newsgroup cannot show
trafficking or intent to traffic, as this exchange denonstrates
only that he “posted one unknown item at an unknown tine” at
| east seven nonths before he was charged in the instant case.

Paul al so contends that in order for the cross-reference in
section 2&.4 to apply, the governnent nust prove that the itens
allegedly trafficked actually contained child pornography.
Because the governnent did not prove that either the postings
Paul referred to in his e-nmails or the books Paul offered to give

Anderson contained a “lascivious exhibition of the genitals,”

12



Paul maintains that any conclusion that these inmages contai ned
child pornography is purely specul ative.

In determ ning whether the district court correctly applied
the Sentencing Guidelines to the facts of the instant case, this
court adopts a deferential standard of review As the Suprene
Court indicated in Buford, deference to the district court’s
determ nation is appropriate when the application of a Sentencing
Gui del i nes provision involves an extrenely fact-bound inquiry,
when the “legal results depend[] heavily upon an understandi ng of
the significance of case-specific details,” and when there is
correspondingly imted value in uniform appell ate precedent due
to the level of factual nuance involved. 121 S.C. at 1280-81.
Wt hout question, determ ning whether the | anguage contained in
Paul s e-mails adequately evidences his intent to traffic in
child pornography in light of his other “relevant conduct” is a
hi ghly fact-bound inquiry. Consequently, the district court’s
famliarity with the details of the case is extrenely valuable to
this determ nation, and the precedential effect of the result is
mnimal. Under Buford, deferential reviewis therefore
appropri ate.

The district court determ ned that Paul’s conduct went
beyond nere possession and constituted “possession with intent to
traffic.” There are two inplicit determ nations underlying this

conclusion that warrant detailed analysis: (1) the determ nation

13



that the e-mails were indicative of an intent to “traffic,” and
(2) the determnation that the materials that Paul intended to
traffic constituted “child pornography” under the statute of
convi ction.

The district court’s conclusion that Paul “intended to
traffic” in child pornography is supported by the evidence.
Initially, we agree with the district court’s determ nation that
Paul s offer to send three child pornography books to Anderson in
exchange for the cost of postage was sufficient to denonstrate
his “intent to traffic” in child pornography. The term

“traffic,” while not defined in the Sentencing Cuidelines,
traditionally enconpasses both buying and selling commodities for

nmoney and exchangi ng commodities by barter. See United States v.

Horn, 187 F.3d 781, 791 (8th G r. 1999) (citing May v. Sloan, 101

U S 231, 237 (1879)); see also BLack' s LawDicrionary 1495 (6t h ed.
1990) (defining “traffic” as “commerce; trade; sale or exchange
of nmerchandise, bills, noney, and the like . . .”). Wile Pau
characterizes the proposed transaction with Anderson as a “gift,”
we defer to the district court’s inplicit determnation that the
proposed transaction was sufficiently akin to a sale or exchange
of nmerchandi se to constitute proposed “trafficking.”

Moreover, even if the transaction involving the books was
not sufficient to indicate Paul’s intent to traffic, the record

reveal s that Paul engaged in actual trafficking as well. Paul’s

14



conput er contai ned hundreds of inmages of child pornography
obtained fromthe Internet.® In addition, Paul’s e-nmi
exchanges with both Anderson and CGhost Witer indicate that, at
sone point in tinme, he posted material to child pornography

newsgroups as well. As the Second Circuit explained in United

States v. Johnson, because exchange or barter is a form of
trafficking, sending and receiving pornographic inmages via the
Internet constitutes “trafficking” sufficient to i nvoke the
cross-reference in section 2&.4. See 221 F.3d 83, 98 (2d. G
2000) (finding that “trafficking” occurred when the defendant
exchanged child pornography with others by sending and receiving
i mages over the Internet).

Wil e Paul may or may not have intended to barter particul ar
i mges wWth specific persons when he posted and downl oaded
i mges, his participation in the free exchange of inmages that is
characteristic of online child pornography comunities
nonet hel ess constitutes trafficking. The consequences of this
type of Internet trafficking are the sanme as (if not worse than)
t he consequences of a nore direct, person-to-person barter or
exchange, and application of the 2&.4 cross-reference is equally
justified. As the Johnson court explained, “the guidelines

expressly contenpl ate nore severe puni shnent by application of

o At the tinme that Paul pled guilty to the instant
of fense, he conceded that he obtained the images introduced by
the governnent fromthe Internet.

15



Section 2&.2 if the conduct involved sonething nore than ‘sinple
possession.’” 1d. Sending and receiving images of child
por nography over the Internet justifies this harsher puni shnment
because “such di ssem nation of child pornography is likely to
expand the market for it and thus to cause nore harmthan nere
possession.” 1d. Because we agree with the Second Circuit that
sendi ng and receiving i mages over the Internet constitutes
“trafficking,” we find that the district court had adequate
circunstantial evidence to support its conclusion that Paul nore
likely than not trafficked in (or intended to traffic in) child
por nogr aphy.

The second assunption underlying the district court’s
application of the 2G.4 cross-reference is that the particular
i mges that Paul trafficked or intended to traffic involved
sexual exploitation of a mnor. Paul is correct that the
governnent bears the burden of denonstrating that section 2Q&.4's
cross-reference to section 2&.2 is applicable. However, the
gover nnent nust prove the factors underlying a sentencing
determ nation only by a preponderance of the evidence. See

United States v. Gytan, 74 F.3d 545, 558 (5th G r. 1996) (“It is

wel | -established that the preponderance standard is the

appl i cabl e standard for sentencing purposes.”); see also United

States v. Pewenofkit, 173 F.3d 865 (10th Cr. 1999) (unpublished

tabl e decision), available at 1999 W. 169429 (applying a

16



preponderance of the evidence standard when determ ning the
applicability of a cross-reference provision). Gven the
deferential standard of review, there is adequate circunstanti al
evi dence to support the district court’s determnation that the
governnent proved by a preponderance of the evidence that the

i mages contained child pornography.

Wiile the FBI did not find the books that Paul offered to
Anderson in the search of Paul’s house, the titles of the books
(“Boys WIIl Be Boys,” “Young Aphrodites,” and “Children of Mny
Lands”) suggest that they contained child pornography. Moreover,
Paul described these books in his e-mail to Anderson as out-of -
print “BL” (or “boy lover”) books. Finally, the inmges that were
found in the search of Paul’s residence — including inages of
children’s genitals, inmages of children engaged in sexual
i ntercourse, and sadistic inmages of infants — provide
circunstantial evidence that the books that Paul wanted to give
Ander son contained i mages of a simlar nature.

In addition, while the e-mail exchange between Paul and
Ander son addressing Paul’s posting activities on the asparagus
newsgroup does not contain an explicit acknow edgnent that Pau
had posted i mages, the governnment presented testinony at the
sentencing determnation indicating that “alt. binary. pictures”
newsgroups are generally used for posting pictures. Mreover, in

Anderson’s e-mail warning Paul that the asparagus newsgroup was

17



an illegal newsgroup, he infornmed Paul that it was “safer” just
to watch or downl oad pictures rather than to “get involved by
posting” and suggested that if Paul wanted to post, he should
post “innocent” pictures at another newsgroup called
alt.binaries.pictures. boys. This |anguage al so provi des evi dence
that the posting referred to in this e-mail exchange cont ai ned
chil d pornography.

While Paul is correct that the district court cannot make
sentenci ng determ nati ons based on pure speculation, there is
sufficient circunstantial evidence here to support the district
court’s determnation that the inmages in question nore |ikely
t han not contai ned child pornography. Accordingly, we find that
the district court acted appropriately in applying the cross-
reference contained in section 2&.4. W affirmthe portion of
the district court’s sentence prescribing Paul’s term of
i npri sonnent .

V. The Special Conditions of Supervised Rel ease

A district court has wide discretion in inposing terns and
condi tions of supervised release. However, this discretion is
limted by 18 U S.C. 8§ 3583(d), which provides that a court may
i npose special conditions of supervised rel ease only when the

conditions neet certain criteria.?f First, special conditions

10 These statutory criteria have al so been incorporated

into the Sentencing CGuidelines. See U S. SENTENCI NG GU DELI NES MANUAL
8§ 5D1. 3(b) (1998).

18



of supervised rel ease nust be reasonably related to the factors
set forth in 8 3553(a)(1), (a)(2)(B), (a)(2)(0O, and (a)(2)(D
See 18 U.S.C. § 3583(d) (1994). These factors include: (1) “the
nature and circunstances of the offense and the history and
characteristics of the defendant,” (2) the need “to afford
adequate deterrence to crimnal conduct,” (3) the need “to
protect the public fromfurther crinmes of the defendant,” and (4)
the need “to provide the defendant with needed [training],

medi cal care, or other correctional treatnment in the nost

ef fective manner.” ! 18 U.S.C. §8 3553(a)(1)-(2) (1994). 1In
addi tion, supervised rel ease conditions cannot involve a greater
deprivation of liberty than is reasonably necessary to achieve
the latter three statutory goals. See 18 U S. C. § 3583(d)
(1994). We review the district court’s determ nation of

supervi sed rel ease conditions for abuse of discretion. United

States v. Coenen, 135 F.3d 938, 940 (5th Cr. 1998).

A. The Restrictions on Contact with M nors

Paul chall enges the special conditions requiring himto
avoid “direct and indirect contact with mnors,” prohibiting him
from *“engagi ng in any paid occupation or volunteer service which
exposes himeither directly or indirectly to mnors,” and

instructing himto “avoid places, establishnents, and areas

= This criterion is not relevant in the instant case, as

Paul does not challenge the condition requiring himto
“participate in a sex offender/nental health program as deened
necessary and approved by the probation officer.”
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frequented by mnors.” He argues that these restrictions are
i nperm ssi bly vague and do not provide himwth fair notice of
t he prohi bited conduct.

Paul al so contends that these associational restrictions are
overly broad.'> He argues that the prohibition on “indirect”
contact with mnors limts himfromvisiting “a restaurant [or]
any retail establishnent such as a grocery store or a departnent
store” due to the possibility that he mght indirectly cone into
contact with mnors. Paul simlarly points out that he could
i nadvertently violate the ternms of his supervised rel ease through
chance encounters. Wi | e he concedes that courts generally
interpret associational restrictions to exclude incidental
contact, Paul argues that the provision prohibiting “indirect”
contact with m nors enconpasses such incidental or chance
encount ers.

A nunber of our sister circuits have upheld restrictions on
contact with mnors simlar to those at issue in the instant

case. See, e.q., United States v. Loy, 237 F.3d 251, 267-69 (3d

Cir. 2001) (upholding a condition barring the offender from al

“unsupervi sed contact with mnors”); United States v. Bee, 162

F.3d 1232, 1235-36 (9th Cr. 1998) (upholding a condition that

12 We interpret this “overbreadth” claimto argue that the

supervi sed rel ease condition violates the second statutory
criterion outlined above (i.e., the requirenent that supervised
rel ease conditions nust involve no greater deprivation of |iberty
than is reasonably necessary in |ight of the need to protect the
public and prevent recidivisn.

20



the of fender “not have contact with children under the age of 18
unl ess approved by [his] probation officer” and that he “not
loiter within 100 feet of school yards, parks, playgrounds,
arcades, or other places primarily used by children under the age

of 18"). But see United States v. Peterson, 248 F.3d 79, 86 (2d

Cir. 2001) (finding that a restriction prohibiting the offender
from “being on any school grounds, child care center, playground,
park, recreational facility, or in any area in which children are
likely to congregate” was anbi guous and remandi ng to the
sentencing court for clarification). The primary differences
bet ween the | anguage of the provisions governing Paul’s rel ease
and the | anguage of the provisions at issue in Bee and Peterson
are the prohibition on “indirect” contact wth mnors (i.e., the
basis of Paul’s “overbreadth” clain) and the failure to specify
particul ar | ocations where Paul is prohibited fromgoing (i.e.,
the basis of Paul’s vagueness claim.

We first address Paul’s overbreadth claim Contrary to
Paul " s assertion, the prohibition on “indirect” contact with
m nors does not enconpass chance or incidental encounters with
children. As the Third Grcuit noted in Loy, “[a]t this point,
it is well established that associational conditions do not
extend to casual or chance neetings.” 237 F.3d at 269 (citing

Arciniega v. Freenman, 404 U. S. 4, 4 (1971) (per curiam). To the

extent that the prohibition on “indirect” contact in the instant
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case mght be interpreted to enconpass such casual encounters,
this court is well within its authority to interpret the
restriction to exclude such casual or incidental encounters. See
id. (interpreting the restriction at issue to exclude chance
encounters). So construed, the inclusion of the word “indirect”
in Paul’s supervisory restrictions does not render these
restrictions unduly broad.

A nore difficult question is presented by Paul’ s vagueness
chal | enge to the supervised release condition instructing himto
avoi d “pl aces, establishnents, and areas frequented by mnors.”
Restrictions on an offender’s ability to interact with particul ar
groups of people, to hold certain types of enploynent, and to
frequent certain places nust provide “fair notice” of the
prohi bited conduct. See Loy, 237 F.3d at 262 (noting that the
sane principles of due process and notice that apply to crim nal
statutes apply to supervised rel ease conditions).

In Peterson, the Second Circuit analyzed a supervised
rel ease condition that is somewhat simlar to Paul’s. In that
case, the court held that a restriction prohibiting the offender
from being “on any school grounds, child care center, playground,
park, recreational facility, or in any area in which children are
likely to congregate” was inpermssibly vague. However, it is
inportant to note that the court in Peterson did not find that

the phrase “in any area in which children are likely to
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congregate” was vague. Rather, the Second Circuit remanded the
case to the sentencing court because the court found that it was
unclear fromthe | anguage of the restriction whether the general
clause nodified the preceding list of specific |ocations.
Peterson, 248 F.3d at 86. The court determined that if the
phrase “in any area in which children are likely to congregate”
did not nodify the previous |ist, then the prohibition would not
be reasonably related to the defendant’s offense, as the
restriction would prohibit the defendant fromvisiting parks or
recreational facilities not frequented by children. See id.

Paul " s supervised rel ease condition is not anbi guous in the
manner of the provision at issue in Peterson. It is clear from
the plain | anguage of Paul’s restriction that he is permtted to
visit places, establishnents, or areas that are not frequented by
mnors. The only potential vagueness problemwth the
restriction at issue in the instant case is whether a reasonable
person can predict which specific |ocations Paul is permtted to
frequent.

This lack of specificity is not necessarily fatal to the
validity of the restriction. As the First Crcuit noted in

United States v. Gllo, while a probationer “is entitled to

noti ce of what behavior will result in a violation, so that he
may gui de his actions accordingly . . . [c]onditions of probation
do not have to be cast in letters six feet high, or to describe

every possible pernutation, or to spell out every |ast,
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self-evident detail.” 20 F.3d 7, 12 (1st Gr. 1993). Conditions

of probation “may afford fair warning even if they are not

precise to the point of pedantry. |In short, conditions of
probation can be witten —and nust be read —in a comobnsense
way.” 1d.

Certainly, it would be inpossible to list within the text of
Paul s condition every specific location that he is prohibited
fromfrequenting during the termof his release. Sentencing
courts nust inevitably use categorical terns to franme the
contours of supervised rel ease conditions. Such categorical
ternms can provide adequate notice of prohibited conduct when
there is a commbnsense understandi ng of what activities the
categories enconpass. Indeed, it is well established that the
requi renent of reasonable certainty “does not preclude the use of
ordinary terns to express ideas which find adequate
interpretation in comon usage and understanding.” Birzon v.
King, 469 F.2d 1241, 1243 (2d Cr. 1972) (quoting Sproles v.
Binford, 286 U S. 374, 393 (1932)). W find that there is
sufficient common understandi ng of the types of |ocations that
constitute “places, establishnents, and areas frequented by
mnors” to satisfy the constitutional requirenent of reasonable

certainty in this case.®

= A nunber of other courts have reached the sane

conclusion in evaluating conditions of probation or supervised
release that are materially simlar to Paul’s restrictions. See,
e.q., State v. Riles, 957 P.2d 655, 666 (Wash. 1998) (finding
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The supervised rel ease conditions restricting Paul’s contact
Wth mnors are neither inperm ssibly vague nor unreasonably
broad. These restrictions are reasonably necessary in |ight of
the nature and circunstances of Paul’s offense and the legitimte
need to prevent recidivismand protect the public. The district
court thus did not abuse its discretion in inposing these
restrictions.

B. The Restrictions on Access to Computers and the | nternet

Paul argues that the condition of his supervised rel ease
prohi biting himfrom havi ng, possessing, or having access to
“conputers, the Internet, photographic equipnent, audi o/video

equi pnent, or any item capable of producing a visual inmage” is

that a restriction instructing the defendant to “avoid pl aces
where m nors congregate” and not to “frequent places where m nors
are known to congregate” was not inpermssibly vague); cf. Britt
v. State, 775 So.2d 415, 416-17 (Fla. Dist. C. App. 2001)
(finding that a restriction prohibiting the defendant from doi ng
“vol unteer work, enploynent, or community activity at any school
daycare center, park, playground, or other place where children
reqularly congregate” and prohibiting the defendant from“living
within 1,000 feet of a school, daycare center, park, playground,
or other place where children reqularly congregate” was not

i nperm ssi bly vague) (enphasis added); State v. Sinonetto, 606
N. W2d 275, 276-77 (Ws. C. App. 1999) (finding that a
restriction instructing the defendant “not to go where children
may congregate” was not inperm ssibly vague when regul atory

gui dance indicated that this restriction included, but was not
limted to, schools, day care centers, playgrounds, parks,
beaches, pools, shopping nmalls, theaters, or festivals). But see
Carswell v. State, 721 N E. 2d 1255, 1260 (Ind. C. App. 1999)
(concluding that a condition prohibiting the defendant from
residing wwthin two bl ocks of “any area where children
congregate” was inperm ssibly vague).
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unreasonably broad. W w |l address the restriction on Paul’s
access to conputers and the Internet in this section. W wll
di scuss the ban on access to photographi c equi pnent and
audi o/ vi deo equi pnent in the follow ng section.

Paul contends that a bl anket prohibition on conputer or
Internet use is excessively broad and cannot be justified based
solely on the fact that his offense involved a conputer and the
Internet. He points out that conputers and Internet access have
becone i ndi spensabl e comruni cation tools in the nodern world and
that the restriction inposed by the district court would prohibit
hi m from accessing conputers and the Internet for legitimte
pur poses, such as word processing and research.

The governnent responds that the order prohibiting Paul from
using a conputer or the Internet is rationally related to his
of fense and that such an order is an appropriate public
protection neasure. The governnent points out that Paul’s
conput er contai ned over 1200 i mages of child pornography and
cont ai ned evi dence that Paul had used the Internet to access
child pornography chat roons, bulletin boards, and newsgroups.
According to the governnent, Paul also used his e-nmail to advise

fell ow consuners of child pornography how to “scout” single,

14 Again, we interpret this “overbreadth” claimto argue

that the supervised release condition is inappropriate under 18
U S. C 8§ 3583(d) because it involves greater deprivation of
liberty than is reasonably necessary in |ight of the need to
protect the public and prevent recidivism
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dysfunctional parents and gain access to their children and to
solicit the participation of |like-mnded individuals in trips to
“visit” children in Mexico. Under these circunstances, the
governnent argues, restricting Paul’s access to conputers and the
Internet is reasonably tailored to his offense and conviction and
“serves the dual purpose of deterrence and public protection.”
The governnent correctly points out that a nunber of courts
have upheld I nternet and conputer-use prohibitions as conditions

of supervised release. See, e.qg., United States v. Crandon, 173

F.3d 122, 127-28 (3d Cr. 1999) (upholding an Internet
restriction as a condition of supervised release for a child

por nography offender); United States v. Mtnick, 145 F. 3d 1342

(unpubl i shed tabl e decision), available at 1998 W. 255343 (9th

Cir. 1998) (determning that the district court did not abuse its
discretion in prohibiting a defendant convicted of offenses
related to conputer “hacking” from accessing “conputers,
conputer-rel ated equi pnent, and certain tel econmuni cati ons

devi ces” during his probationary period wi thout prior approval of

his probation officer).®®

1 While at | east one circuit has rejected a probationary
prohi bition on conputer and Internet usage, the facts at issue in
that case were substantially dissimlar to the instant case. See
Pet erson, 248 F.3d at 81-83 (rejecting a probationary condition
dictating that the defendant “shall not possess, purchase, or use
a conputer or conputer equipnent . . . except for enploynent
purposes”). In Peterson, the defendant had been convicted of
bank | arceny, but a nunber of his conditions of supervised
rel ease, including the conputer and Internet restrictions, were
actually related to his prior conviction for a sex offense rather
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Most factually anal ogous to the instant case is Crandon,
wherei n a defendant convicted of receiving child pornography
chal l enged the district court’s inposition of a supervised
rel ease condition dictating that he could not “possess, procure,
purchase, or otherw se obtain access to any form of conputer
network, bulletin board, Internet or exchange format involving
conputers unless specifically approved by the U S. Probation
Ofice.” 173 F.3d at 125. The district court found that this
restriction on the defendant’s Internet access was “reasonably
related to [his] . . . crimnal activities, to the goal of
deterring himfromengaging in further crimnal conduct, and to
protecting the public,” in light of the fact that the defendant
had once used the Internet as a neans to develop an ill egal
sexual relationship with a young girl. [Id. at 127. The court
was unpersuaded by the defendant’s argunent that the Internet
prohi bition was overly broad and woul d unnecessarily restrict his
career opportunities and his freedons of speech and expression.
Noti ng that supervised release conditions restricting enpl oynent
and First Anendnent freedons are permssible if the statutory
tailoring requirenents are satisfied, the court ultimately

concluded that the restriction on the defendant was not overly

than to the bank | arceny conviction at issue in that case. The
Pet erson court accordingly determ ned that such restrictions were
neither reasonably related to the defendant’s conviction nor
reasonably necessary to the statutory sentencing objectives. See
id.
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broad despite its effects on his business opportunities and
expressive activities.

As in Crandon, the supervised release condition at issue in
the instant case is reasonably related to Paul’s offense and to
the need to prevent recidivismand protect the public. The
record reveals that Paul has in the past used the Internet to
encourage exploitation of children by seeking out fell ow “boy
| overs” and providing themw th advice on howto find and obtain
access to “young friends.” Restricting his access to this
communi cation nediumclearly serves the dual statutory goals of
protecting the public and preventing future crimnal activity.
VWhile the condition at issue in the instant case is broader than
the restriction at issue in Crandon because it prohibits access
to both conputers and the Internet and it contains no proviso
permtting Paul to use these resources with the approval of his
probation office, we cannot say that that the district court
abused its discretion in determ ning that an absol ute ban on
conputer and Internet use was reasonably necessary to protect the
public and to prevent recidivism

In arguing that the district court’s conputer and I|nternet
prohi bition was an abuse of discretion, Paul points to the Tenth

Circuit’s decision in United States v. Wiite, 244 F. 3d 1199 (10th

Cr. 2001). 1In Wite, the court of appeals renmanded to the

sentencing court a special condition of supervised rel ease that
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was substantially simlar to Paul’s condition.® Wile the Tenth
Circuit was uncl ear about the scope of the restriction at issue
in that case, it indicated that if the condition were read to
absolutely ban all Internet and conputer use, it would be
“greater than necessary” to serve the goals of supervised rel ease
outlined in 18 U S.C. 8§ 3583(d). Id. at 1206. The Tenth Circuit
reasoned that Crandon did not dictate a different result. Wile
acknow edging that the Third Grcuit did uphold an Internet
restriction in Crandon, the Wiite court noted that the Crandon
court did not inpose an absol ute ban on conputer or Internet
access, despite the fact that the defendant in Crandon (unlike
the defendant in Wite) had clearly used the Internet to
“Initiate and facilitate a pattern of crimnal conduct and
victim zation that produced an i nmedi ate consequence and directly
injured the victinm in that case. 1d. at 1205.

W find the Tenth Circuit’s reasoning in Wite unpersuasive.
Initially, we note that there is sone evidence that Paul did in
fact use the Internet to “initiate and facilitate a pattern of
crimnal conduct and victim zation,” and thus that Wite can be
di stingui shed on these grounds. More inportantly, we reject the

Wiite court’s inplication that an absolute prohibition on

16 The supervised rel ease condition at issue in Wite
dictated that the defendant (who was convicted of receiving child
por nography) “shall not possess a conputer with Internet access
t hroughout his period of supervised release.” Wite, 244 F.3d at
1201.
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accessing conputers or the Internet is per se an unacceptable
condi tion of supervised rel ease, sinply because such a

prohi bition m ght prevent a defendant from using a conputer at
the library to “get a weather forecast” or to “read a newspaper
online” during the supervised release term 1d. W find that
such a supervised rel ease condition can be acceptable if it is
reasonably necessary to serve the statutory goals outlined in 18
US C 8 3583(d). In the instant case, the district court had
strong evidentiary support for its determnation that a strict
ban on conputer and Internet use was reasonably necessary.

Mor eover, Paul has articulated no specific objections to the

conputer and Internet ban suggesting how his occupational affairs

or his expressive activities will be adversely inpacted by the
fact that he will be unable to “use a conputer or the Internet at
a library, cybercafe or . . . an airport” during the termof his

supervi sed rel ease. W conclude that the district court did
not abuse its discretion in inposing this condition of supervised
rel ease.

C. The Restrictions on “photoqgraphic equi pnent, audi o/ vi deo
equi pnent, or any item capable of producing a visual immge”

Paul al so challenges the restrictions on his ability to use
phot ogr aphi ¢ equi pnent and audi o/ vi deo equi pnment. He argues that

this prohibition is not reasonably related to his offense because

v The record reveals that Paul has primarily been

enpl oyed in recent years as a truck driver.
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there is no indication that he used caneras to further the crine
for which he was convicted. He also maintains that this
restriction, |like the conputer restriction, is unreasonably broad
because it involves a greater deprivation of liberty than is
reasonably necessary to achieve the legitimate goals of his
supervi sed rel ease. The governnent responds that this
restriction is necessary to serve public safety goals and to
deter Paul fromcommtting future crimnal conduct.

We reject Paul’s contention that this condition should be
vacat ed because it is not reasonably related to his offense. As
det ai |l ed above, special conditions of supervised rel ease are
evaluated to determne if they are reasonably related to four
different factors: (1) “the nature and circunstance of the
of fense and the history and characteristics of the defendant,”
(2) the need “to afford adequate deterrence to crimnal conduct,”
(3) the need “to protect the public fromfurther crines of the
defendant,” and (4) the need “to provide the defendant with
needed [training], nedical care, or other correctional treatnent
in the nost effective manner.” 18 U.S.C. 8§ 3553(a)(1)-(2)
(1994). Paul appears to be arguing that the ban on photographic
equi pnent and audi o/ vi deo equi pnent is invalid because it is not
reasonably related to the first of these criteria, but he
eval uates the condition only with respect to the conduct
underlying his offense, neglecting to consider whether the

condition is reasonably related to his “history and
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characteristics.”

Information in the record about Paul’s history and
characteristics supports the district court’s determ nation that
it was both reasonabl e and necessary to prohibit Paul from
accessi ng phot ographi ¢ equi pnent and audi o/ vi deo equi pnent duri ng
his termof supervised rel ease. The search of Paul’s apartnment
reveal ed phot ographs of naked children, including sone children
that were identified as being |ocal neighborhood children.
Moreover, the materials found in Paul’s apartnent advertising his
“medi cal” exam nations and |lice renoval services provide further
evidence that he |ikely engaged in production (not nere
possession) of child pornography in the past. In light of this
information, a supervised release condition limting Paul’s
ability to create images of children is unquestionably “rel ated

to” his history and characteristics.

The district court sufficiently denonstrated why this
prohibition is also reasonably related to a legitimte need to
protect the public and prevent recidivism As the district judge
noted at the sentencing hearing, “to the extent that . . . |I’'m
concerned about exploitation of children, especially if they are
chil dren who are bei ng approached under the auspices of nedical
care, |'mconcerned about having any kind of photographic
equi pnent that would allow you to exploit that situation.” The

restriction on Paul’s ability to access photographi c and audi o-

vi deo equi pnent is thus based on the district court’s valid
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concern that Paul could use such equipnent to exploit children in
the future, and the condition is reasonably related to those
concerns.

Paul contends that even if this conditionis related to the
appropriate statutory factors, it is broader than necessary to
serve these goals. Wile the district court nmade no explicit
finding in support of its inplicit determnation that this
condi ti on was necessary to pronote public safety and to prevent
Paul fromrepeating his crines, there is anple evidence in the
record supporting this determ nation. Moreover, the only
specific objection to this condition that Paul raises is that the
prohibition will prevent himfrompursuing his interests in
phot ography and repairing caneras. As these interests are nere
hobbi es, the detrinental inpact of this restriction appears

slight.!® W cannot say that the district court abused its

18 |f these interests were Paul’s primary neans of

supporting hinself, a supervised release condition restricting
his ability to engage in these occupati ons would be subject to a
sonmewhat hi gher standard of scrutiny under the Sentencing

CGui delines. An occupational restrictionis valid only if “a
reasonably direct relationship exist[s] between the defendant’s
occupation . . . and the conduct relevant to the offense of
conviction; and . . . inposition of such a restriction is
reasonably necessary to protect the public because there is
reason to believe that, absent such restriction, the defendant

w Il continue to engage in unlawful conduct simlar to that for
whi ch the defendant was convicted.” U. S. SENTENCI NG GUI DELI NES MANUAL
8 5F1.5 (1998). Such restrictions should be inposed only “for
the mninmumtine and to the m ni num extent necessary to protect
the public.” [1d. Despite this higher standard, conditions of
supervi sed rel ease i nposi ng occupational restrictions are
routinely upheld. See United States v. Goodman, 232 F. 3d 902
(10th G r. 2000) (unpublished table decision), available at 2000
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discretion in determning that the condition of supervised

rel ease restricting Paul’s access to photographi c and audi o/ vi deo
equi pnent was necessary to protect the public and to prevent Pau
fromcommtting future crimnal conduct. Thus, we affirmthis
condi tion of supervised rel ease.

4. The Sex O fender Reqistration Requirenment

Finally, Paul argues that the district court erred in not
af fording himpre-sentence notice before inposing the sex
of fender registration requirenent as one of the conditions of his
supervi sed rel ease. Paul maintains that under this court’s
decision in Coenen, 135 F.3d at 943, a defendant is entitled to
pre-sentencing notice that the court is considering requiring sex
of fender registration as a condition of supervised release. Pau

did not raise this objection at the sentencing proceeding, and

WL 1616452 (uphol ding a condition prohibiting the defendant from
sel f-enpl oynent or enploynent as a tel emarketer when the
defendant’ s of fense arose froma tel emarketing schene); United
States v. Choate, 101 F.3d 562 (8th Gr. 1996) (upholding a
condition prohibiting the defendant from sel f-enpl oynent because
the restriction was reasonably related to the defendant’s wre
fraud offenses); Malone v. United States, 502 F.2d 554 (9th G
1974) (upholding a condition prohibiting the defendant from
accepting enploynent that directly or indirectly associated him
with any Irish organization or novenent because the condition was
reasonably related to his conviction for exporting guns to the

I rish Republic Arny).

In the instant case, while Paul has at tines sold the
caneras that he repairs for extra noney, it is clear fromthe
record that photography and canera repair are nerely his hobbies
and that neither interest rises to the |level of an occupation.
Under such circunstances, restrictions on Paul’s ability to
pursue these recreational interests are unquestionably valid if
they conply with the less strict statutory standards of 18 U S. C
§ 3583(d).

35



thus plain error reviewis appropriate. See United States V.

Lopez, 923 F.2d 47, 49 (5th Cr. 1991).

The governnent argues that pre-sentence notice was provided
because the registration condition was set out in the probation
officer’'s sentencing recommendation attached to the PSR The
record supports this assertion. Moreover, the governnment
correctly points out that even if this information had not been
attached to the PSR, Paul neverthel ess woul d have had notice of
this condition. The Sentencing Guidelines state that such a
provision is a nmandatory condition of supervised rel ease under 18
U S. C 8§ 3583(a) for anyone convicted of a sexual offense. See
U. S. SENTENCI NG GUIDELINES MaNUAL 8§ 5D1.3 n. 1 (1998). Coenen is
di stingui shable on this basis. Coenen was decided prior to the
effective date of the anendnent to 18 U S.C. 8§ 3583 naking this
condition mandatory.'® The registration requirenents at issue in
Coenen were inposed pursuant to a “catch all” provision in the
Sentencing CGuidelines that did not necessarily provide the
defendant with notice of the specific registration requirenents

that the sentencing court inposed. Coenen, 135 F.3d at 943. In

19 Wil e Paul maintains that he was sentenced under the
1998 Sentenci ng Cui delines Manual, which does not contain such a
mandat ory provision, the governnent correctly points out that the
footnote to 8 5D1.3 in the 1998 Cuidelines Manual explicitly
mentions a recent statutory change to 18 U . S.C. 8§ 3583 requiring
registration for persons convicted of sexual offenses as a
mandatory condition of supervised rel ease and notes that the
change becones effective one year after Novenber 26, 1997. See
U. S. SENTENCI NG GUI DELI NES MANUAL 8§ 5D1.3 n.1 (1998).
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the instant case, the | anguage in the Sentencing CGuidelines
indicating that registration is a mandatory condition of
supervi sed rel ease for sex offenders provi ded adequate notice of
the particular conditions that were ultimately inposed.

In light of these considerations, it is apparent that the
district court did not plainly err in inposing the sex offender
registration requirenent at the sentencing proceeding. W

affirmthis special condition of supervised rel ease.

I11. Concl usion
For the foregoing reasons, we AFFIRM Paul’s conviction and
his sentencing determ nation, including the conditions of his

supervi sed rel ease.
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